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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to key issue #2 of TR 33.874.
2
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3
Rationale

In one of the issues in key issue #2 of current version TR 33.874 [1], it is stated that the UE will go through NSSAA procedure twice if the UE is rejected due to NSAC. However, the UE does not need to go through the same NSSAA procedure again when NSSAA is successful but the quota has been reached. When the UE goes through NSSAA successfully but is rejected by NSAC, it is rejected from accessing the requested slice but not rejected from the network, i.e. the UE is still registered in the PLMN in this case. Specifically, according to TS 23.501 [2], after a successful or unsuccessful NSSAA, the UE context in the AMF shall retain the authentication and authorization status for the UE for the related specific S-NSSAI of the HPLMN while the UE remains RM-REGISTERED in the PLMN. Moreover, according to TS 23.502 [3], at UE Registration procedure, if only some of the S-NSSAIs reached the maximum number of UEs per S-NSSAI, the AMF still sends a Registration Accept message to the UE. 

Regarding the issue on EAC, there is no security risk that will make the number of registered UEs or PDU Sessions exceed the slice quota. Specifically, the EAC mode will not disable network slice admission control (NSAC) when the number of UE bellows a preconfigured threashold. And the NSACF monitors and controls the number of registered UEs per network slice and the number of PDU Sessions per network slice for the network slices that are subject to NSAC according to TS 23.501 [2]. Moreover, as per TS 23.502 [3], the configuration for EAC update procedure indicates to the AMF the activation or the deactivation of the EAC mode for the S-NSSAI subject to NSAC. EAC mode means that the AMF is required to perform the number of UEs per network slice availability check and update procedure before the S-NSSAI subject to NSAC is included in the Allowed NSSAI and sent to the UE. If the EAC flag indicates EAC mode activated, the AMF triggers the number of UEs per network slice availability check and update procedure before the Registration Accept step of the registration procedure or before the UE Configuration Update message as in EAC activated mode the NSACF is to check whether the maximum number of UEs per network slice is reached which may impact the allowed S-NSSAI(s) confirmed by the Registration Accept message and the UE Configuration Update message.

This pCR proposes to update key issue #2 in the current version of TR 33.874 [1] based on the above analysis.
4
Detailed proposal

*************** Start of the Change ****************

5.2
Key Issue 2: DoS to NSAC procedure
5.2.1
Key issue details

A new Network Slice Admission Control (NSAC) procedure has been introduced in TS23.501 [2] and TS23.502 [3], where the number of registered UEs is monitored for a network slice (i.e. S-NSSAI) and a UE will be rejected to access if the number of UE registered in the requested S-NSSAI has reached its quota.  However, the NSAC procedure needs to be studied further to address potential security risks, for examples: 
· In the current NSAC procedure, the number of registered UE in an S-NSSAI is updated independently from other S-NSSAIs during the registration procedure. In other words, the granularity level at registration is S-NSSAI. However, it is not the case in the de-registration procedure. The numbers are only updated when the UE exits from all network slices, i.e. de-registered. Since a UE may access multiple slices, e.g. eight, the UE would still be counted against quota usage of ALL S-NSSAIs even the UE is not using some or most of slices (“idly occupied” by the UE). This may lead to the quota reached fast which does not reflect the real usage of a slice. Other legitimate UEs will suffer from DoS – “dog in the mager”. It is notable that an attacker can use legitimate UEs to launch such attacks. 

· 
· 
5.2.2
Security threats

TBD

5.2.3
Potential security requirements

TBD

*************** End of the Change ****************

